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Hilfe!

Die Kryptokalypse kommt!

Nimmt mir der Quantencomputer mein Homebanking weg?
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Quantum Algorithm Zoo

fsa ¢

Algebraic and Number Theoretic Algorithms

Algorithm: Factoring
Speedup: Superpalynomial

Description: Given an n-bit integer, find the prime factorization. The quantum algarithm of Petar Shnr
salves this in B(n®} tma [82,125]. The fastest known classical algontnm fr ntsger
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the genarsl number fiskd sieve, which fs believed 13 run in time 220" The nsamgnmuslypman
upper bound on the classical complexity of factoring is (H2™1°1") via the Pollard-Strassen aigorithm
(282, m Shor's factoring algorithm breaks RSA pubsc-key encryption and the closely related
quanium algoritms for discrets laganithms braak the DSA and ECDSA digital signatura schemes and
ihe Difia-Hasman KBy-EXCNANgE protocol. A quantum algurmm ‘2Ven fastar thar Shor's for the special
case of factoring , which are s given n [271]. H small
factors awst, Shor's ajgnm'nmbab-mnbyaquanhm ‘aigonithm using Grover saarch to speed up
the eliptic curve factorization method (266]. Additional optimized versians of Shors algarithm are
given in [384, 286, 421] Thers are proposad classical public-kay cryptosystems not beliaved to be
broken by quantum algorithms, cf. [248]. At the cars of Shor's factaring aigonthm Is order finding,
which can be reduced to the Abelian hidden subgroup problem. which is salved using the guantum
Fouriar transform. A nUMSes of other problems &re known to reducs 1o intager factarization Inckuding
the membasship preblem for matrix groups over fialds of add order [253]. and cartain diophantine
probiams relevant to the synthasis of quantum circuits [254],

Algorithm: Discrete-fog
Speedup: Superpalynomial

Description: Ve are given three n-bit numbers 2, b, and N, with the promise that b = o’ mod N
for soms & The tae i to find 5. As hown by Shor [82]. this £an be achievad on a QAU ComAUtET
in palyln) tme. The fastest known classical algorithm requires time in n. By similar
technsques tn thosa in JB2), quantum computers can solve the discrate loganthm problem on elptic
curves, thereby breaking sEplic curva cryptagraphy (108, 14]. Furinar oplimizations to Shors
algorihm are given in [85, 432] The quantum speedup has alse been extended to
the diacrete logarithm problem on ssmigroups (203, 204). See also Abslian hidden subaroup.

Algorithm: Pe's Equation
Speedup: Superpalynomial

Deseription: Grven a posiive nonsguare integer d, Pall's equation s x° — dy® = 1. For any sueh d
there are infinitely many pairs of intagers (x,y) sciving this equation. Let (x;, ¥, } be the pair that
minimizes ¥ 4 Y. If o is an noa integer (i 0 < d < 2" ), (x;, v1) may in general raquire
‘=aponentially many bits to write down, Thus it is in general impossible to find (X, v, ) in palynomial
time. Let & = log(x: + y1vd). | ] uniquely identifies {x;. v1). As shown by Hallgren [43], given &
it number o, 2 quantum compuler can find | K] in poly(a) lime. Na polynamial time classical
‘aigonthm for thia problem is known. Factaring reducas to this problem. This sigorithm braaks tha
Buchman-Williams See also Abelian hidden subgroup.

Algorithm: Principal Ideal
Speedup: Superpolynomial
Deseription: W ars given an n-0d meger o and an invernible ideal | of the ring #[vd]. | s 5 principal
ideal if there eiwsts o € Ui/ such that / = a[/d|. @ may be exponentially large in a_ Therefors
@ cannot in general even be written down n polynomial time. Howaver, |log a] uniqualy identfies .
Tha task i to datermina whether {is principal and If 5o find |log & As shown by Hallgnm s can
be done in palynamial time an & quantum computer (48], A modified quantum algerth
probiem using fawer qubits was Qh-m in [131]. A quantum algoritim Bmﬂgﬂ'\epdmlpal Idaal

In number fiekds of arbitrary degree (Le. scaling in the d
given in [329). Factoring raduces t solving Pelfs aquation, which recluces to the prncipl ideal
problem. Thus the prncipal keal problem 15 at least as hard as factoring and thersfore fs protably not
in P Sae alsn Abesan hidden subgroup.

Algorithm: Unit Group
Spesdup: Superpalynomial
Deseription: The number flald C3(4) |s said to be of degree d iftha lowast degree palynomial of which
i3 2 oot has degree d. The sst & of elemants of (i} which are roots of monic pofynomeals in &[x]
forms a ring, cased the ring of intagers of C3(6). The set of units (inverible siemants} of tha ring
form a group denated ° . As shown by Hallgran [50], and indapandantly by Schmidt and Vollmar
[118], iarany (0§69 of fixed degree, @ quanium computer can find in polynamial time a set of

for (3 given a description of fl. Na polynamial time classical algarithm far this problem is
known. Hallgranun‘l ‘how o achieve ial scaling in the
degree [213]. See also [329]. The aigorithms rely on soiving Abelian hidden subgroup problems over
the additive group of rasl NUMbErs.

Algorithm: Class Group
Speedup: Superpolynomial
Description: The number field $i#) is said to be of degree d if the lowest degree polynomsal of which
15 a root has degree . The sst & of elemants of L{i) which are raots of monic polynomaals in &(x]
f0rms & ring, caked the ring of ntagers of (), which s 8 Dedekind domain. For a Dedaking domain,
the nonzern fractional ideals madula tha nonzaro principal ideals form a group called the class group.
A shawn by Haligren [58], a quanium computer czn find a set of generators for the class group of the
nnguflnnagm of any constant degree number field. given a description of &, in tme poty(log;|2])).
An improved quantum algarithm, whoss runtime s also polynomial in o was subsequently given in
[329). Mo pofynomial tme classica! algarithm for these problams are known. See also Abelian hidden
subgroup.

m: Gause Sums
Speedup: Superpalynomial

Description: Lt &, be a finda field. The alements ther than zero o F, form a group £ under
multipieation, and the elaments of [, form an [Abelian but not necessarly cyclic) group F, undar
aadrion. We can cnoose some charsater ;™ of £ and some cnaracter ¢ of F,"_ The cormesponding
Gauss sum is the inner product of these characters: 1 . ¢ *(xly (%) As shown by van Dam and
Seroussi [$8), Gauss sums can be estimatsd 1o polynomial precision on a guantum computer in
pofynoméal ime. Although a finite ring does not form a group undar multiplication, fts set of units does.
Choosing a representation for the additive group of tha ring, and choasing a representation for the
mUlpsCatva group of s uNAs, 6ne can obtain 3 GBUSS SUM over tha units of a finite ring. Thess can
a0 be estimated to polynomisl pracision on 3 quantum computer in polynomis] tme [30]. Mo
patynoméal time classical aigoritm for estimating Gauss sums is known. Discrate lag reduces to
Gauss sum estimation (20]. Cartain partition functions of the Potts madel can be computed by a
pofynoméaktime quantum sigoriihm related to Gauss sum estimation [47]

Algorithm:Frimaity Proving
‘Speedup:Folynomial

Deseription: Given an r-bit nUMBSr. raturm a proof of its primality. The fastest ciassical sigorthms &re
AKS, the best versions of which [303, 334] have essantially-quartic and ECPF, where the
mm-mmydme fatest version [385] is also essentially quartic. The fastest known quantum
alganthm for this problem ks the methed of Donis-Vela and Garcia-Escartin [306], with complexity
O{nﬂﬂugn)’!ug log n). This improves upon & prior ‘quantum algorithm for
primality proving {307] that has complexity O(n’ log n log log n). A recant rasult of Harvey and
\an Der Hoeven [298] can be used to Improve the complesity of the factoring-based quantum
aigarithm for primatiy proving ta O log ) and it may be possible o similarly reducs the complexity
of the Donis-Vela-Garcia-Escartin algorithm to O (log n)*) [299].

©

Speedup:Poiynomial

Description: We are given a. &, ¢ f. & € ¥, We must find integers . y such that af * + bg* = c_As
shown in {111}, quantum computars can solve this probiem in 0 (g™} tims whereas the best ciassical
algorithm requires € (g™*) time. The quantum algarithim of [111) is based on the guantum algorithms

for discreta loganthims and ssarching.

Algorithm: Matro: Elements of Group Representations
Speedup: Superpalynomial

Description: Al representations of finite groups and compact linear graups can be expressed as
unitary mairices given an appropriate choice of basis. Gonjugating the regular representation of a
group by the quantum Fourier ransform circult over that group yisids & dirsct sum of the groug’s
reducible representations. Thus, the efficient quantum Fourier tAnsform over the symmetric group
(196}, together with the Hadamard test, yields 8 a5t qUERuM algarithm for addtively SpproXmatng
imdividual matrix slemants of the arbitrary imeducible reprasentations of S,. Similarly, using the
quantum Schur transform [187), one can sﬂlusnﬂy Eppmmm matrix elements of the imeducible
representations of SUin) tnat have of individual Imeducible
representations for the groups U(nj, SUin). ao(n). an:Mn by efficient quantum circuits are given in
[106}. Instances that sppear ko be exponentially hard for known classical slgoriihms are aso identified
n [108]

Algorithm: Verifying Matrx Froducts
Speedup: Polynomial

Description: Given three n % n matrices, 4,8, and C, the matrix product verification problem s

decide whether AB=C. Classically, the best known aigorithm achisves this in time (2(°), whamanﬂn
beat known classical algorithm for matrix multiplication runs in time £(r>"* ). Ambainis et al.
discovered a quantum aigorithm for this problem with runtime G’} [6). Subsequently, Buhrman
ana Spalek improved upon this. obtaining & qUANUM algorthm for this problam with runtime D(n"’}
[19). This Iatter aigorithm i based on results regarding quantum walks that were proven in

Algorithm: Subset sum
Speedup: Polynomial

Description: Given a list of integers X1 ... xu. &nd a larget integer s, the subset-sum problem is to
datarmine whethar the sum of any subsat of the given integers sdds. up o 5. This problem is KP-
comgheta, and tharsfors s unlikely to be sohabls by classical ar quantum algorthms with polynomial
worst-case comglexity. In the hard instances the given intagers ars of order 2 and much rasesrch on
subsst sum focuses on average caes Instances In this ragime. In [174], & quantum slgorithm ks given
that scves such instances in time 2°2%1% up 1o polynomial factors. This quantum algarithm warks by
appiying a vanant of Ambainis's quanium walk algorithm for element-distinciness (7] Lo speed up &
sophisticated classical algorithm for this prablem dus to Hi am and Joux. Tha fastest
known classical algorithm for such instances of subset-sum runs in time 22" up 1o polynomial
factors [404).

Aigorithm: Decoding

Speedup: Varles

Deseription: Classical eror comecing codes allow the detection and comaction of bit-lips by storing
data reduntantty. Mamum-sslihood decoding for ardrary linear codee is MP-compiets in the warst
cags, but for structured codes o baundad error efficient decoding eigorithms are known. Quantum
asigarthms have been farmulated to speed up the decading of canvolutional codes [238] and simplex
codas [239]

Abgorithm: Cruanium Cryptanalysis
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Quantum Algorithm Zoo

Algebraic and Number Theoretic Algorithms

Algorithm: Factoring

Speedup: Superpalynomial

Description: Given an n-bit integer, find the prime fectorization. The guanturm algarthm of Petar Shor
saolves this in ﬁ[n!."]-t'ma (82, 125]. The festest known classlcal algonthm for integer factarizetion s

the genaral number field sieve, which s believed ta run in time 27" The best rigorously proven
upper bound on the classical complexity of factoring is C4 274 °1Y) via the Pollard-Strassan slgorithm
[252, 362]. Shor's fectoring algarithm breaks RSA pubSc-key encryplion and the closely related
quaniurm algorithms for diecrets loganthms break the DSA and ECDEA digital signeture schemsas and
thi Diffie-Helbmian key-exchangs protecal. & guanium algorithm even faster than Shor's for the specisl
casa of factonng “semiprimeas®, which are widely usad in cryptography, &5 given o [271]. i small
factors exest, Shor's algonthm can be beatan by & quantem aigonthm usng Growver search 1o spead up
the efiptic curve factorization method [366]. Additionel optimized versions of Shar's algorithm ans
given in [384, 388, 431]. There are classical public-key cryptosystems not beliaved 10 be
broken oy guantum algorthms, of. [248). At the core of Shor's factoring aigonthm is order finding,
which can be reduced fo the Abelian hidden subgroup problem. which is saleed using the guantum
Fourier transform. A numasr of other problams are known to reduca to integer factonzation inchudng
the membsrship probéem for matrix groups over fislds of add order [253]. and certain disphantine
probleme ralevant to the aynthesks of guantum circuits [254].

Algorithm: Discrete-log

Speedup: Superpolynomial

Description: We are given thres n-bit numers &, b, and N, with the promése that & = a* mod N
for some 2. The task &= 1o find 5. As shown by Shor [B2]. this can be achieved on a guentum computer
i paly{n) tme. The fastest known classical algorithm reguires time superpolymamial in n. By similar
tachnégues to thos2 In [B2], guantum computers can solve the discrate laganthm problem on elfptic
curves, thereby breaking elptic curve cryptagraphy [108, 14). Further optimizations to Shor's
akgonthm are given in [385, 432]. The superpolynomial quantum speadup has also bean sxtendsd to
the diacrete koganthm problem an semigroups [203, 204). See also Abslian hidden subgroup.

Algorithm: FPefls Equation

Speedup: Suparpolynomial

Description: Given a postive nonsguars integer d, Pall's equation is x* — dy‘" = 1. For any such d
there are infinétely many pairs of intagers (x, ) solving this equation. Let (x;, ¥, } be the pairthat
minimizes x + y'd. If d is an nbetinteger (e 0 =< & < 2" 1, {x1, 1) may in general require
exponentia®y many bits to write down. Thus it is in general impossible to find (X, ¥, in palynomial
time. Let R = logix; + y1+/'d). | R] uniquely identifies {x;, ¥1 ). As shown by Hallgren [49], ghven &
n-pit number o, & quantum computer can find |&] in poly(a) ime. Mo polmaomial time classical
ahgonithm for thes probdem ks known. Factoring reduces to this problem. This algorithm breaks the
Buchman-Willlams cryptosystem. See also Abelian hidden subgroup.

Algorithm: Principal deal

Spesdup: Superpalynemial

Description: We are given an n-o imeger d and an invertible ideal | of the ring 2| +/). ! is 2 principal
ideal if there mdsts o € 004 such that § = af[+/d]. @ may be sxponentially largs in o, Therefars
¢ cannod in general evan be written down in polmomial tima. However, | log @] unigualy identfies .
The 1ask ks 10 detarmine whether | is principal &nd if so find |log a]. As shown by Hallgren, this can
b= done in polynomial tirme on & quantum computer [45]. A modified quantum algosithm for thes
probiam using fewsr qubits was given in [131]. A quantum algorithm sobing the principal ideal
probiem i numbser fislds of arbitrary degres (s scaling polynomiglly in the degrea) was subssguenily
given in [325). Factonng reduces to solving Pell's equation, which reduces 1o the principal ideal
problem. Thus the prncipal ideal problem is at l=ast s hard as factoring and therefore ks prooabdy not
n P. See atao Abkelan hidden subgroup.

Algorithm: Unit Group

Spesdup: Superpolynomial )
Description: The number fisld $0#) Is seid to be of degree d if the lowest degres polynomial of which

& i3 & oot has degree d. The sat & of elements of L8} which are roots of manic pofynomials in £[x)
forms a ring, caled the ring of integers of CHE). The set of units {invertible slemants) of the ring &
form a growp denoted (0 _ As shown by Hallgren [50), and indepandantly by Schmidt and Yollmer
[118&], for any CE of fed degree, & guanium computar can find in pohmarmial time & set of
generators for (9* grven a description of #. Mo polynomial time classicel algorthm for this protiam ks
known. Hallgren and colaborators subsaguently discoverad how to achiave palynoméal ecaling i the
dagras [213]. Sea akao [329]. The algorithms rety on soiving Abelian hidden subgroup problems over
the additive group of real numbers.

Algorithm: Class Group

Speedup: Superpolynomial

Description: The number field O0#) 15 said to be of degree d if the lowest degres polynoméal of wisch
# k= a root has degree d. The set (2 of slemants of L&) which are roots of monic pofynomiats in & 1]

Navigation

Algebraic & Number Thearslic
Dirasular

Approximalion and Simiulation

Oplimization, Mumerics, & Mashine Learming
Acknowledgments

Raterencaes

Translations

Thiz pape kas basn andlaled ine
Japanass
Chinegse

Other Surveys

For avarviews of quantum algorilhims | recomemend.

Mealsan and Chuang
Childts

Pregkiil

beoaca

Childs and wan Darm
wan Dam and Sasaki
Bacon and van Dam
Marianans

Fadary
Terminology

I theere exisle a posilive constanl o such tal the
runlime Ca) of the Dest kiown cassical algorithm
and the runlime (M) of te guanium algarithm
satisty C = 2" then 1 cal the speedup
superpolytamial. Otherwige | call it palynomial. For
A review of te 302 B O Aolalions ses e

Wikipedia arlicle.

Lagt updated: Celober 14, 2022
Drate created: Apdl 22, 2091




Quantum Algorithm Zoo

Algebraic and Number Theoretic Algorithms

Algorithm: Factoring

Speedup:

Description: Given an n-bit integer, find the prime factorization. The quantum algorithm of Peter Shor
solves this in O (1n°) time [82,125]. The fastest known classical algorithm for integer factorization is

the general number field sieve, which is believed to run in time 2‘9{"'ﬂ}_ The best rigorously proven

upper bound on the classical complexity of factoring is ﬂ(Z’“"H'“{”) via the Pollard-Strassen algorithm
[252, 362]. Shor's factoring algorithm breaks RSA public-key encryption and the closely related
guantum algorithms for discrete logarithms break the DSA and ECDSA digital signature schemes and
the Diffie-Hellman key-exchange protocol. A quantum algorithm even faster than Shor's for the special
case of factoring “semiprimes”, which are widely used in cryptography, is given in [271]. If small
factors exist, Shor's algorithm can be beaten by a quantum algorithm using Grover search to speed up
the elliptic curve factorization method [366]. Additional optimized versions of Shor's algorithm are
given in [384, 386, 431]. There are proposed classical public-key cryptosystems not believed to be
broken by quantum algorithms, cf. [248]. At the core of Shor's factoring algorithm is order finding,
which can be reduced to the Abelian hidden subgroup problem, which is solved using the quantum
Fourier transform. A number of other problems are known to reduce to integer factorization including
the membership problem for matrix groups over fields of odd order [253], and certain diophantine
problems relevant to the synthesis of quantum circuits [254].

Algorithm: Discrete-log

Speedup:

Description: We are given three n-bit numbers a, b, and N, with the promise thatb = @ mod N
for some s. The task is to find s. As shown by Shor [82], this can be achieved on a quantum computer
in poly(n) time. The fastest known classical algorithm requires time in n. By similar
techniques to those in [82], quantum computers can solve the discrete logarithm problem on elliptic
curves, thereby breaking elliptic curve cryptography [109, 14]. Further optimizations to Shor's
algorithm are given in [385, 432]. The uantum speedup has also been extended to
the discrete logarithm problem on semigroups [203, 204]. See also Abelian hidden subgroup.




Oracular Algorithms

Algorithm: Searching

Speedup:

Description: We are given an oracle with N allowed inputs. For one input w ("the winner") the
corresponding output is 1, and for all other inputs the corresponding output is 0. The task is to find w.
On a classical computer this requires €2(/N) queries. The quantum algorithm of Lov Grover achieves

this using O(+/N) queries [48], which is optimal [216]. This has algorithm has subsequently been
generalized to search in the presence of multiple "winners" [15], evaluate the sum of an arbitrary
function [15,16,73], find the global minimum of an arbitrary function [35,75, 255], take advantage of
alternative initial states [100] or nonuniform probabilistic priors [123], work with oracles whose runtime
varies between inputs [138], approximate definite integrals [/ 7], and converge to a fixed-point [208,
209, 433]. Considerations on optimizing the depth of quantum search circuits are given in [4035]. The
generalization of Grover's algorithm known as amplitude estimation [17] is now an important primitive
In quantum algorithms. Amplitude estimation forms the core of most known quantum algorithms
related to collision finding and graph properties. One of the natural applications for Grover search is
speeding up the solution to NP-complete problems such as 3-SAT. Doing so is nontrivial, because the
best classical algorithm for 3-SAT is not quite a brute force search. Nevertheless, amplitude
amplification enables a quadratic quantum speedup over the best classical 3-SAT algorithm, as shown
in [133]. Quadratic speedups for other constraint satisfaction problems are obtained in [134]. For
further examples of application of Grover search and amplitude amplification see [261, 262]. A
problem closely related to, but harder than, Grover search, is spatial search, in which database
queries are limited by some graph structure. On sufficiently well-connected graphs, 0(\/5) gquantum

query complexity is still achievable [274,275,303, 304, 305, 306, 330].
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Algorithm: Quantum Cryptanalysis

Speedup:

Description: It is well-known that Shor's algorithms for factoring and discrete logarithms [82,125]
completely break the RSA and Diffie-Hellman cryptosystems, as well as their elliptic-curve-based
variants [109, 14]. (A number of "post-quantum” public-key cryptosystems have been proposed to
replace these primitives, which are not known to be broken by quantum attacks.) Beyond Shor's
algorithm, there is a growing body of work on quantum algorithms specifically designed to attack
cryptosystems. These generally fall into three categories. The first is quantum algorithms providing
polynomial or sub-exponential time attacks on cryptosystems under standard assumptions. In
particular, the algorithm of Childs, Jao, and Soukharev for finding isogenies of elliptic curves breaks
certain elliptic curve based cryptosystems in subexponential time that were not already broken by
Shor's algorithm [283]. The second category is quantum algorithms achieving polynomial
improvement over known classical cryptanalytic attacks by speeding up parts of these classical
algorithms using Grover search, quantum collision finding, etc. Such attacks on private-key [284, 285,
288, 315, 316] and public-key [262, 287] primitives, do not preclude the use of the associated
cryptosystems but may influence choice of key size. The third category is attacks that make use of
guantum superposition queries to block ciphers. These attacks in many cases completely break the
cryptographic primitives [286, 289, 290, 291, 292]. However, in most practical situations such
superposition queries are unlikely to be feasible.
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9.1

Mandatory-to-Implement Cipher Suites

In the absence of an application profile standard specifying
otherwise:

A TLS-compliant application MUST implement the TLS_AES_128_GCM_SHA256
[GCM] cipher suite and SHOULD implement the TLS_AES_256_GCM_SHA384
[GCM] and TLS_CHACHA20_POLY1305_SHA256 [RFC8439] cipher suites (see
Appendix B.4).

A TLS-compliant application MUST support digital signatures with
rsa_pkcsl_sha256 (for certificates), rsa_pss_rsae_sha256 (for
CertificateVerify and certificates), and ecdsa_secp256rl_sha256. A
TLS-compliant application MUST support key exchange with secp256rl
(NIST P-256) and SHOULD support key exchange with X25519 [RFC7748].






(base) 1dh@emmi ~ % ssh -Q cipher
3des-chc

aes128-chc

aes192-chc

aes256-chc

aes128-ctr

aes192-ctr

aes256-ctr

aes128-gcm@openssh.com
aes256-gcm@openssh.com
chacha20-poly1305@openssh.com

(base) idh@emmi ~ % ssh -Q kex
diffie-hellman-groupi1-shar
diffie-hellman-group14-shal
diffie-hellman-group14-sha256
diffie-hellman-group16-sha512
diffie-hellman-group18-sha512
diffie-hellman-group-exchange-shaf
diffie-hellman-group-exchange-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

curve25519-sha256
curve25519-sha256@libssh.org
sntrup761x25519-sha512@openssh.com
(base) 1idh@emmi ~ % ssh -Q key
ssh-ed25519
ssh-ed25519-cert-v01@openssh.com
ssh-rsa

ssh-dss

ecdsa-sha2-nistp256
ecdsa-sha2-nistp384
ecdsa-sha2-nistp521
ssh-rsa-cert-v01@openssh.com
ssh-dss-cert-v01@openssh.com
ecdsa-sha2-nistp256-cert-v01@openssh.com
ecdsa-sha2-nistp384-cert-v01@openssh.com
ecdsa-sha2-nistp521-cert-v01@openssh.com
(base) idh@emmi ~ % §







Anwendungshinweils
fur die Normenreihe

IEC 62351

INnformationssicherheit in der Netz- und
Stationsleittechnik

Leitstelle

Leitstellennetz

Firewall
_ Fernwirknetz

IEC 60870-5-104 oder
IEC 61850-8-1

D

Anwendu ng IEC 62351-3/5 ng 1: Aufbau eines typischen Leit- und Fermwirksystems
Erfolgt die Kommunikation zwischen der Leitstelle und der Fernwirktechnik mittels

|[EC 60870-5-104 [2] kann der Normenteil IEC 62351-5 [6] in Verbindung mit Teil IEC

62351-3 [5] zur Absicherung der Kommunikation (Authentizitat, Integritat, Vertraulichkeit)

eingesetzt werden. FUr IP-basierte Protokolle wird durch die IEC 62351 in diesem Fall

kein neues Sicherheitsprotokoll definiert, sondern die Anwendung des bekannten SSL/

TLS-Protokolls (Transport Layer Security) spezifiziert, das in vielen Anwendungen weit

verbreitet ist, wie z. B. Zugriff auf Web Server, Online-Banking, etc. Fur Kommunikation

nach |EC 60870-5-101 (3] enthalt der Teil IEC 62351-5 ein Verfahren zur Integritats-
sicherung der Ubertragenen Daten.

https://www.dke.de/resource/blob/1806462/2d569bd41f55c4b1726cf33f46bes91b/informationssicherheit-in-der-netz--und-stationsleittechnik-download-data.pdf






ethereum-cryptography npm v npm i ethereum-cryptography m (= Follow

ethereum-cryptography

npm v1.1.2 Travis CIW Ii:ense- types TypeScript

All pure-js cryptographic primitives normally used when developing Javascript / TypeScript

applications and tools For Ethereum.
January 2022 update: We've released v1.0 of the package, a complete rewrite:

« 6x smaller: ~5,000 lines of code instead of ~24,000 (with all deps): 650KB instead of 10.2MB
5 dependencies by 1 author instead of 38 by 5 authors
Audited by an independent security firm
Check out the article about it: A safer, smaller, and faster Ethereum cryptography stack

Take a glance at the Upgrading section for breaking changes: there are almost none
The cryptographic primitives included are:

Hashes: SHA256, keccak-256, RIPEMD160, BLAKE2b

KDFs: PBKDF2, Scrypt

CSPRNG (Cryptographically strong pseudorandom number generator)
secp256k1 curve

BIP32 HD Keygen

BIP39 Mnemonic phrases

AES Encryption







DEHOGA Ortsverband Braunlage
Ideenwerk 971

Wir fordern:

Die Polizeidienststelle Braunlage muss auch weiterhin
rund um die Uhr besetzt bleiben und die Personalstarke
darf auf keinen Fall verringert werden!

Es kann nicht hingenommen werden, dass 1 Million Ubernachtungsgiste sich nachts selfbst Gberlatsen
wherden sollen. Ebenso sind Handel, Handwerk und Gastronomie und die vielen nouen Investoren
betroffen. Mach vielen lahren der Stagnation geht ef in unserer Gemeinde endlich wieder deutlich
gchtbar aufwirts. Wollen wir das Alles durch gine nicht vorhandene Politeiprisent wieder infrage
stellen?

Wir sagen: NE'N ! !!

| Name: Vorname: | Adresse: | Unterschrif:

-

.
|
— = - —

et Poline Mo bleben™ - eine nitative von ideestaerh 971 - Verein fur WirtschaltofSndereng in Braurdage und
Limgeburg v W, Viortitpendes: Burkhard Ofto-Kintner, Dberfdoter-Uinchs-5trale 16, 38700 Braunlage und DIHOGA
Oertvvertand Braundage, Vorsitrende, Jutts Engel, Heriog-lofesn- Aleeche-Soats 17, 15100 Brauniage
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David Fuhr, CTO, intcube GmbH
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