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ONECONSULT AG
The Cyber Security Experts

BUros in der Schweiz und in Deutschland
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300+ internationale Kunden

1’200+ sccurity-Projekte
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/AHLEN UND FAKTEN

30+ Mitarbeitende, keine Freelancer BRANCHEN

Zertifizierte Security-Experten T e
. . Gesundheit 26%
mit neusten Hacking-Techniken

_______________________________________________________________________________________________________________________________________ : o
Eines der grossten Penetration \
Tester Teams in der Schweiz

branche

__________________________________________________________________________________________________________________ 1%

Research Team entdeckt 40+ Zero- Day e

Schwachstellen/jahr Javh

.............................................................................................................................................. Fefaﬁﬁ;fd%l
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Mitglied von OWASP, ISECOM, ISSS, SCE e
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UNSER ANGEBOT

Schutz vor externen und internen Cyber-Bedrohungen:
APT, Hacker-Angriffe, Malware-Befall, digitaler Betrug, Datendiebstahl etc.

ASSESS
Penetration Test, ISO 27001 Security Audit, IT-Forensik

ﬁ PROTECT & PREVENT
Security Consulting, Security Training

MANAGE & SUPPORT
Security Officer Services
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THIS WOULD BE A
PERFECT APPLICATION
FOR BLOCKCHAIN.
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@ScottAdamsSays

Dilbert.com

I'M IN MARKETING.
CAN YOU EXPLAIN
THAT IN TERMS T
CAN UNDERSTAND?

I KINDA BECAUSE
DOURT YOURE A BAD

i 1 EXPLAINER,
) RIGHT?

10-17-17 @ 2017 Scott Adams, Inc/Dist. by Andrews McMeel
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WOZU BLOCKCHAIN?
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WOZU BLOCKCHAIN?

BLOCKCHAIN
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'TECHNOLOGIEN

/((%
o,
&
@ o)
@ &
$o KA
~
QL

Blockchain-Datenstruktur
und Protokoll
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Bitcoin

Beispiel fur eine Blockchain-Anwendung
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PRIVATER UND C)FFENTLICHERA{{LUSSEL

Elliptische-Kurven- ._
Privater Schlussel Kryptographie Offentlicher Schlussel

SV R ST
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BITCOIN-ADRESSE (VEREINFACHT

Offentlicher Schlissel Hash-Wert

#

ST

SHA256 RIPEMD-160
Hash-Funktion Hash-Funktion
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Hash-Wert

Bitcoin-
Adresse
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SIGNATUR

Transaktionsdaten Algorithmus Privater SchlUssel

01100

D R
— 10110
11110

Signierte Daten
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Signierte Daten  Algorithmus ~ Offentlicher Schlissel
01100 a
10110 ﬂ
11110 ﬂ
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Transaktionsdaten
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HASH-BAUM (MERKLE TREE) A
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ABLAUFEEINER TRANSAKTI OA

= oneconsult” 22 © 2018 Oneconsu It AG



B8 HWEIS 7 MINING
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ABLAUF EINER TRANSAKTION'A
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AKTUALISIERUNG DER BLOCAIN
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Anwendungsgebiete
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Kryptowahrung Digitales Register Smart Contracts
Bitcoin Everledger Ethereum
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Zugriff
offentlich

privat
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Validierung

genehmigungsfrei

jeder
lesen & validieren

jeder Berechtigte
validieren lesen

29

genehmigungspflichtig

jeder Berechtigte
lesen validieren
Berechtigte

lesen & validieren
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$100'000'000'000
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Sicherheitsaspekte



S il k Road messages 0 | orders 0 | account B0.00

anonymous market Search

p by Category

rugs 6,625
Cannabis 7,080
Dissociatives 790
Ecstasy 629
Opioids 382

Other 450 ¢ =5 s :
Precursors 59 e sy i 1
Prescription 7,429 Generic XANAX (Alprazolam Pure Oxycodone HCL TESTOSTERONE 25x 130mg MDMA ¢}
Psychedelics 828 1mg): 400 pills Grade A+ Powder (OC, Roxy)- 1/4 CYPIONATE 250mg/mix 10  FREE SHIPPING
Stimulants 7,079 B1.52 ST == — =
140 -
ﬁp:r?l 210 Ooops, your files have been encrypted!
iotic materials 1 \What Happened to My Computer?
00ks 858
ollectibles 7 Your importart files are encrypted.

omputer equipment 43
ustom Orders 60

igital goods 590

rug paraphernalia 247

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a

way to recover your files, but do not waste your time. Nobody can recover your d h
files without our decryption service gs5.wonderhowto.com

100 GR - MD Payment will be raised on
5/15/2017 16:25:02

silkroaddrugs.org/ Sl Can | Recover My Files?

AP Photo Sure. We guarantee that you can recover all your files safely and easily. (Butyou _|
have not so enough time )

You can try to decrypt some of your files for free. Try now by clicking <Decrypt>.

If you want to decrypt all your files, you need to pay.

Your files will be lost on

5/19/2017 16:25:02 You only have 3 days fo submit the payment. After that the price will be doubled.

. - Also, if you don' pay in 7 days, you wont be abie {o recover your files forever.
ime Le

How Do | Pay?

Send $300 worth of bitcoin to this address:

152GqZCTcys6eCjDKEIDypCiXIEQWRVEV
Contact Us

o) © —— Check Payment

£ oneconsult (S Chuck Eajant S

gadgetsnow.com
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SCHWACHSTELLEN

Ot 8% &Y

Zahlungsmittel fur |Ilega|esi

Angriffe auf Wallets

Doppel-
ausgabe

8 E

51%-Angriff ‘ Finney-Angriff Sybil-Angriff
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51%-ANGRIFF

die langste uberlebt, die werden verworfen

L
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FINNEY-ANGRIFF

ult AG
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ANGRIFFE AUF INFRASTRUKTUR

-
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PROGRAMMIERFEHLER (BITCO A

case OP_RETURN:

{
pc = pend;

¥

break;
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PROGRAMMIERFEHLER (ETHERE
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ANONYMITAT

privat | Offentlich




ANGRIFEE AUF KRYPTOGRAFISEHE GRUNDLAGEN
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SICHERHEITSZIELE UND STA,' A

ISO
S

ISO/TC 307

o3¢ BLOCKCHAIN
«>¢ BUNDESVERBAND
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Gartner Hype Cycle for Emerging Technologies, 2017

/

Expectations

| Connected Home

Virtual Assistants | (Deep Leaming
loT Platform Machine Learning
Smart Robots Autonomous Vehicles

Edge Computing Nanotube Electronics

Augmented Data E Iﬂﬂkﬂhﬂi"

Discovery
Smart Workspace

Conversational

Brain-Computer User Interfaces Cognitive Expert Advisors

Interface Volumetric

Quantum — Diplye

Computing Digital Twin
Serverless
PaaS

5G
Human

s Augmentation .
Neuromorphic Enterprise Taxonomy

Hardware
Deep Refforcement and Ontology Management

Learning Soﬂwpre—Defined
Artificial General Security
Intelligence

Virtual Reality

Augmented
Reality

x Peak of
Innovation Inflated Trough of

Trigger Expectations Disillusionment Slogis ot Enlighitenmeant

Plateau will be reached in:
© less than 2 years
@ 2to5years

@ 5to10years

/\ more than 10 years

As of July 2017

Plateau of
Productivity

oneconsult’

Time
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gartner.com/SmarterWithGartner

© 2017 Gartner, Inc. and/or its affiliates. All rights reserved.

Source: Gartner (July 2017)
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BUCHER

- Drescher, Daniel (2017):

Blockchain Grundlagen - Eine EinfUhrung in
die elementaren Konzepte in 25 Schritten

- Berentsen, Aleksander / Schar, Fabian (2017):

Bitcoin, Blockchain und Kryptoassets

- Karame, Ghassan / Androulaki, Elli (2016):

Bitcoin and Blockchain Security
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WEBSITES

- btc-echo.de

- coindesk.com

- coinmarketcap.com
- bitinfocharts.com

- blockchain.info

- blockexplorer.com
- blocktrail.com/BTC
- etherscan.io

- coinbase.com

- blockscan.com
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VIDEOS

- How Bitcoin Works Under the Hood:
https:.//www.youtube.com/watch?v=Lx9zgZCMgXE

- Ever wonder how Bitcoin (and other cryptocurrencies) actually work?:
https://www.youtube.com/watch?v=bBC-nXj3Ng4

- Visual Blockchain 101 Part 1 and 2
https://www.youtube.com/watch?v=_1600MzblY8
https:.//www.youtube.com/watch?v=xIDL_akeras

- Grundlagen bei Khan Academy:
https:.//www.khanacademy.org/economics-finance-domain/core-
finance/money-and-banking/bitcoin/v/bitcoin-what-is-it

- Vorlesungsreihe bei ,Blockchain at Berkeley”:
https://www.youtube.com/playlist?list=PLSONITAVIZNXVI1dobdDrwv2hhigem|uA
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https://www.youtube.com/watch?v=Lx9zgZCMqXE
https://www.youtube.com/watch?v=bBC-nXj3Ng4
https://www.youtube.com/watch?v=_160oMzblY8
https://www.youtube.com/watch?v=xIDL_akeras
https://www.khanacademy.org/economics-finance-domain/core-finance/money-and-banking/bitcoin/v/bitcoin-what-is-it
https://www.youtube.com/playlist?list=PLSONl1AVlZNXVI1dobdDrwv2hhIgemJuA

VEROFFENTLICHUNGEN ZU SICHERHEITSASPEKTEN

- Technische Grundlagen und datenschutzrechtliche Fragen
der Blockchain-Technologie:
http://informationsecurity.uibk.ac.at/pdfs/BP2017 Blockchain Datenschutz DuD.pdf
= A Survey on Security and Privacy Issues of Bitcoin:
https://arxiv.org/pdf/1706.00916.pdf

- Asurvey of attacks on Ethereum smart contracts:
https://eprint.iacr.org/2016/1007.pdf
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http://informationsecurity.uibk.ac.at/pdfs/BP2017_Blockchain_Datenschutz_DuD.pdf
https://arxiv.org/pdf/1706.00916.pdf
https://eprint.iacr.org/2016/1007.pdf

KONTAKT

Schweiz

Oneconsult AG Oneconsult AG
Schutzenstrasse 1 Barenplatz 7
8800 Thalwil 3011 Bern

Tel +41 43 377 22 22 Tel +41 31 327 1515
info@oneconsult.com info@oneconsult.com

Deutschland

Oneconsult Deutschland GmbH

Agnes-Pockels-Bogen 1
80992 Miinchen

Tel +49 89 248820 600
info@oneconsult.com
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